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QC.02 // POLICY AND GOVERNANCE // Q-TIP

The HIPAA Paperwork That Decides Whether Your AI Pilot
Survives

The paperwork stops more healthcare AI pilots than the model ever will. Here is the short list of contract and
logging calls you settle first.

SERIES Q-Tips   ·   READ 5.6 min   ·   STATUS Board approved

Your chief of primary care has run an ambient documentation tool, software that listens to the visit and drafts
the note, with a dozen physicians for six weeks, and they love it. Notes are finished before the patient is out of
the room. Then your security lead asks in a Thursday meeting which company processes the audio once it
leaves our facility, and whether anyone signed anything. Nobody answers. Your pilot is alive and it is now a
legal review, and the physicians who said yes will hear no from someone who was never in the room.

Nobody in that room did anything wrong. You master the clinical case already, and the paperwork under it is a
short list of decisions. Pilots stall this way across the accounts practitioners post in public, where the model
performs and the paperwork underneath it fails too late for a cheap fix.

Where practitioners disagree
How wide the contract net goes. Some practitioners want an agreement with any vendor who could
conceivably reach patient data, including the remote support desk and the general purpose tools your staff
opens daily. Others limit it to vendors providing services related to healthcare delivery. That gap decides
whether your monitoring vendor gets a contract or a shrug.

Whether logs can be free of patient data. Some threads hold that the safest log carries no patient
information at all. Others build audit trails that track patient data access events by design, so those logs
necessarily carry information about that data your reviewer reads back to you later.

Whether sending data to an outside model is a breach on its face. One practitioner argues that routing
patient data to outside language model or monitoring services without encryption is a breach, full stop. Others
allow it with a signed contract, encryption, and access controls in place, which turns the question into whether
your paperwork was finished before the first request left your network.

Whether patient data can train the model. Practitioners with no stake in a vendor lean toward prohibiting
that use unless it is authorized, and toward turning off vendor training wherever the setting exists. Vendors
and researchers argue training is defensible with consent, de identification, or limited data sets, and
necessary for clinically useful performance. HIPAA, the federal patient privacy law, has no explicit provision
on AI training, so organizations land in different places.

Whether stripped down data is still your problem. Recognized methods strip identifiers out of a record,
and some practitioners read a de identified data set, one scrubbed of names and identifiers, as clearance to



Healthcare Leaders Who Use AI Page 2

train models freely. Others warn that reidentification, matching a stripped record back to a person, and models
memorizing patterns change that math.

Nothing in the record settles these questions, so pick a position, codify it, and apply it to every pilot alike rather
than deciding vendor by vendor.

What practitioners report
Everything below comes from people who build and review these systems in public, health IT staff,
compliance officers and founders selling into health systems, and none of it has been tested the way a clinical
claim would be. It is consistent enough across threads to plan around.

A business associate agreement is the contract that makes an outside company legally responsible for the
patient data it touches. Without one signed, practitioners in r/HealthcareAI and r/healthcare treat HIPAA
compliance as out of reach for any AI tool handling that data, and pilots running on consumer AI interfaces get
flagged and stopped.

The list of companies needing one is longer than the list on your invoice. Practitioners in r/HealthTech point at
any tool that could access, transmit, or store patient data anywhere in the workflow. That reaches the
language model provider behind your vendor's product, the error monitoring service, the fax scanner, and the
remote support tools IT uses on systems holding patient data.

Signing is the starting line. Behind that signature is a full program: risk assessment, breach response plan,
staff training, audit logging, and written rules on how data moves. Founders in r/SaaS who have been through
these reviews say "we encrypt everything" fails on its own, because reviewers also want data minimization,
retention limits, documented access controls, and proof of how the vendor handles the data.

The r/healthIT and r/healthcare threads count unique user IDs, permissions tied to job role, and least privilege,
meaning each account reaches only the records that job requires. Multifactor login belongs there, with a
written record of who authorized the tool, created before any data moves.

Practitioners describe keeping tamper evident records of every AI interaction with patient data for six years,
with 90 to 180 days kept searchable and the rest moved to cold storage, a cheaper archive you can still pull
from.

In r/AI_Application, people describe pilots delayed or killed because audit trails and security design came last,
so the review lands after the product is built and becomes months of questionnaires. In r/SaaS, a founder
describes compliance work erasing months of build time. Across r/healthcare, human review, escalation
paths, and rollback come up as necessary for privacy and safety.

The fair objection is that this front loads weeks onto people already short on hours, and a vendor slow to
answer a data flow question can stall you until your champion loses interest. Keep the list short and start on
invented material while the contracts move. That Thursday question is far cheaper than a breach notice, the
letter patients get after their data goes astray.

What to do this week
Five moves, and each one is a decision you already have the authority to make this week without waiting on a
vendor to answer an email.

1. The data flow map. Draw one page, every hop the data takes, from the microphone or the chart to the last
system that sees it. If you cannot draw it, you cannot govern it.
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2. The vendor chain, in writing. Ask for the list of companies behind your vendor's product, then check
which of them have signed an agreement with you or your vendor.

3. Your logging rule, codified. Decide what gets logged, how long it stays searchable, where it goes next,
and how you would prove a log was not altered.

4. Vendor training, off. Find the setting that stops your data from improving the vendor's model, and confirm
it in the contract rather than a sales email.

5. One named approver. Put one name on the document, with an escalation path and the authority to stop
the pilot.

Guardrails
No contract, no patient data. Until the business associate agreement is signed with every company in the
chain, including the ones your vendor subcontracts to, the pilot runs on invented or de identified material only.
The signature is the floor, and a risk assessment, breach plan, training, and logging stand on it.

Send the least data that makes the tool work. Minimum necessary, the rule that you hand over only the
data the task requires, is a design constraint that applies to the audio, the chart fields, and the logs. Strip what
you can before anything leaves your boundary.

Instructions to the model are not security. Access is controlled by unique IDs, permissions tied to job role,
least privilege, and multifactor login, or it is not controlled, whatever the prompt tells the model to refuse.

Design the audit trail before you build. The audit trail is the record of who touched which patient's data,
when, and through which tool, and adding it after the pilot works is the failure practitioners describe most
often.

Keep a person in the loop with the power to stop. Every note the tool drafts is reviewed and signed by the
clinician who owns it, and someone on your side can halt the pilot in an afternoon. Human review, an
escalation path, and rollback are cheaper to build now than to explain later.

The short version
Clinical enthusiasm is rarely your constraint. These pilots stall on a short list of contract and logging decisions
that take weeks to settle up front and months to settle after the build is done. The tool supplies the drafting
speed. You supply the boundary it works inside. Do the paperwork first and the pilot keeps its momentum. Do
it second and you spend those months explaining to the physicians who championed the tool why it stopped.

Get the playbook
Email us the word GOVERN and we will send the one page data flow map and the vendor question list, the
two documents that turn a Thursday security question into a five minute answer. info@thequadco.ai
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